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ABSTRACT 

Well-established arms smuggling rings in the sub-region of West Africa 
continue to attract terrorist organizations. With direct access to these 
weapons, they can enhance their power in the region and extend their reach 
to carry out profit-generating illicit activities. This paper addresses weak 
points associated with illicit arms trafficking that could potentially be 
exploited. For instance, there is a lack of a common communication and 
surveillance data sharing system between civil aviation authorities within the 
sub-region, no standardized end-user certificate (EUC) form, and no 
internationally accepted scheme for legitimately verifying the delivery of 
arms. Based on these three areas of concern, the author recommends for the 
Economic Community for West African States (ECOWAS) to implement 
distributed ledger technology (DLT) and a common EUC format. In addition, 
the author notes the potential use of intelligent data processing by exporting 
states to confirm the legitimacy of EUCs. By implementing such 
recommendations, the countries within the sub-region as well as the wider 
international community can enhance their abilities to detect certain red 
flags of illicit arms trafficking. 

Keywords: Terrorism, Small Arms and Light Weapons Trafficking, Illicit Trafficking, 
West Africa 

Acronyms: 
ASECNA - Air Navigation in Africa and Madagascar 
ATPIS - Arms Transfer Profiling Indicator System 
DLT - Distributed Ledger Technology 
ECOWAS - Economic Community of West African States 
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GCAA - Ghana Civil Aviation Authority 
NAMA - Nigeria Airspace Management Agency 
SALW - Small Arms and Light Weapons 
RUF - Revolutionary United Front 
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INTRODUCTION 

Transnational organized crime in West Africa continues to attract terrorist 
organizations. To put this into perspective, since the late 2000s, West Africa 
has become home to Boko Haram, the Islamic State in the Greater Sahara, 
and numerous al-Qaeda-aligned groups.  Not only can these terrorist 1

organizations profit from transnational organized crime in the sub-region, but 
they can also purchase small arms and light weapons (SALW) from well-
established arms smuggling rings that operate out of Cameroon, Equatorial 
Guinea, and Nigeria.  With direct access to these weapons, they can enhance 2

their power in the region and extend their reach to carry out profit-
generating illicit activities. 

The operations used by these terrorist organizations to obtain weapons have 
been widely discussed. Boko Haram, for instance, has obtained weapons 
through corrupt police officers looking to earn extra income, as well as by 
attacking government armories. As a result, there have been several 
investigations to determine the extent of these occurrences. One such 
internal investigation took place in 2014 in an effort to determine whether 
nine generals and senior military officers in Nigeria aided Boko Haram by 
“giving them weapons, access to the armories, and information on 
government tactics and targeting.”  Emphasizing the threat, the UNODC 3

noted that “where soldiers and police cannot part with their weapons 
indefinitely, they might rent them to the very people they are meant to be 
combatting.”  Due to a lack of record-keeping of the weapons and 4

ammunition that West African countries possess, it is difficult to prevent 
corrupt police officers and soldiers from renting or selling weapons and 
ammunition to make extra money.  

 Meryl Demuynck and Tanya Metra, with Reinier Bergema, “ICCT Situation Report: The Use of 1

Small Arms and Light Weapons by Terrorist Organisations as a Source of Finance in West Africa 
and the Horn of Africa,” International Centre for Counter-Terrorism- The Hague, January 2020, 
<https://icct.nl/publication/icct-situation-report-the-use-of-small-arms-light-weapons-by-
terrorist-organisations-as-a-source-of-finance-in-west-africa-and-the-horn-of-africa/>.

 “The Complex Dynamics of Small Arms in West Africa,” United Nations Institute for 2

Disarmament Research, 2008, <https://www.unidir.org/files/publications/pdfs/the-complex-
dynamics-of-small-arms-in-west-africa-en-329.pdf>. 

 Yossef Bodansky, “The Boko Haram and Nigerian Jihadism,” The Institute for Strategic, Political, 3

Security and Economic Consultancy Strategy Series: Focus on Defense and International Security, 
No. 318, February 2015, pp. 15, < https://www.files.ethz.ch/isn/187751/318_Bodansky.pdf.>

 “Firearms trafficking in West Africa,” United Nations Office on Drugs and Crime, <https://4

www.unodc.org/documents/toc/Reports/TOCTAWestAfrica/
West_Africa_TOC_FIREARMS.pdf>.
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In an effort to stop terrorist organizations from attacking state armories, both 
the West African sub-region and the wider international community have 
implemented certain safety measures. By securing storage facilities and 
upgrading armories, for instance, some countries have reduced the likelihood 
of an attack.  Some have also focused on arms collection and destruction to 5

reduce the number of weapons that can be trafficked.  6

Internal manufacturing of arms within the sub-region also feeds illicit arms 
trafficking. The art of manufacturing guns has been prominent in pre-colonial 
and colonial Ghanaian society, for example. Gunsmiths still illegally 
manufacture pistols, shotguns, and single-barrel guns.  A facility in the town 7

of Kasoa, a well-known gun manufacturing and trading center, even 
attempted to produce imitation AK-47s.  Similar cases have also been 8

reported in Nigeria, where automatic weapons similar in appearance to 
Kalashnikovs have been produced.  However, this practice only accounts for a 9

small percentage of weapons within the sub-region. 

While these are valid threats, the process of weapons being delivered into 
West Africa through arms dealers–a more significant aspect of the illicit 
trafficking of SALW–has received limited attention as of late. The difficulty 
with this analysis lies within the fact that each operation is unique and most 
information on arms smuggling is classified. Nonetheless, in the early 2000s, 
this topic was more prominent. In 2001, for instance, Elizabeth Clegg and 
Michael Crowley published a paper entitled Controlling Arms Brokering and 
Transport Agents: Time for International Action, which exposed loopholes in 
regulations that arms brokers and transport agents often exploited, including 

 Michael Tirre, “International Small Arms Destruction Day: U.S. Stands with Partners Across 5

Africa to Fight Illicit Arms Trafficking,” United States Department of State, July 2020, <https://
2017-2021.state.gov/international-small-arms-destruction-day-u-s-stands-with-partners-
across-africa-to-fight-illicit-arms-trafficking/index.html>.

 Matt Schroeder and Guy Lamb, “The Illicit Arms Trade in Africa: A Global Enterprise,” 6

Federation of American Scientists, 2006, <https://fas.org/asmp/library/articles/
SchroederLamb.pdf>.

 "History of Locally Manufactured Weapons in Ghana History Essay," UKEssays, November 7

2018, <https://www.ukessays.com/essays/history/history-of-locally-manufactured-weapons-in-
ghana-history-essay.php#citethis>. 

 Ibid.8

 Matthias Nowak and Andre Gsell. “Handmade and Deadly: Craft Production of Small Arms in 9

Nigeria,” Small Arms Survey, June 2018, <http://www.smallarmssurvey.org/fileadmin/docs/T-
Briefing-Papers/SAS-BP-Nigeria-craft-weapons.pdf>. 
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a segment on the transport of arms by air.  Six years later, Hugh Griffiths and 10

Adrian Wilkinson published a report with SEESAC that analyzed arms 
trafficking in full detail, including profile indicators and types of clandestine 
delivery.  11

More recent reports regarding transnational illicit arms trafficking often 
focus on diverting arms through the manipulation of end-user certificates. To 
add to the discussion, this paper addresses alternative potential weak points 
within West Africa that arms dealers could exploit and provides 
recommendations for areas that can be rendered more secure given access to 
the right resources. 

CHALLENGES TO HALTING ILLICIT TRAFFICKING 

AIR TRAFFIC CONTROL 

A common communication and surveillance data sharing system between civil 
aviation authorities throughout the sub-region could allow for early detection 
of illicit arms trafficking. The Infrastructure Consortium for Africa reported 
that, with regard to airports, “infrastructure issues prevent development into 
fully operational hubs” in West Africa.  12

History has shown that arms dealers have taken advantage of limitations in air 
traffic control within West Africa to deliver arms. Both Tomislav Damnjanovic 
and Viktor Bout, two famous arms dealers, chartered planes throughout 
Africa to supply arms.  Terrorist organizations have also implemented similar 13

methods for transnational crime. In 2010, Reuters reported on drug and 
potential arms trafficking via air traffic by al-Qaeda in the Islamic Maghreb. 
They noted that associated aircraft within West African nations were 
“detected purely by chance” and that “the real number [of aircraft] involved 

 Elizabeth Clegg and Michael Crowley, “Controlling Arms Brokering and Transport Agents: 10

Time for International Action,” British American Security Information Council, International 
Alert, Safer World, 2001, pp. 10, <Files.ethz.ch/isn/124852/btb_brf8.pdf>.

 Hugh Griffiths and Adrian Wilkinson, “Guns, Planes and Ships: Identification and Disruption of 11

Clandestine Arms Transfers,” South Eastern and Europe Clearinghouse for the Control of Small 
Arms and Light Weapons, August 31, 2007, pp. 9. 

 “Opening Up Aviation Services in Africa,” The Infrastructure Consortium for Africa, 2014, pp. 12

xi, <https://www.icafrica.org/en/knowledge-hub/article/opening-up-aviation-services-in-
africa-280/>.

 Hugh Griffiths and Adrian Wilkinson, Guns, Planes and Ships: Identification and Disruption of 13

Clandestine Arms Transfers, pp. iv. 
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in the network is likely considerably higher.”  To conduct surveillance of 14

flights in West Africa, countries have either formed a bloc to monitor airspace 
or do so on an individual basis.  The main civil aviation authorities in West 15

Africa include the Nigeria Airspace Management Agency (NAMA), a Flight 
Information Region held by member states of Air Navigation in Africa and 
Madagascar (ASECNA), the Ghana Civil Aviation Authority (GCAA), and the 
Roberts Flight Information Region (Roberts-FIR), which represents the 
airspaces of Sierra Leone, Liberia, and Guinea.  In an interview conducted by 16

Ghana-based Business24, Simon Allotey, the Director-General of the GCAA, 
stated that there is talk of implementing a common communication and 
surveillance data system between GCAA, NAMA, and Roberts-FIR.  Although 17

the implementation of this program would be focused mainly on reducing 
accidents, the enhanced coordination and data sharing of these civil aviation 
authorities could also lead to better detection of suspicious cargo shipments.  

It is also important to note the European Trafficking Initiative and their 
implementation of the Arms Transfer Profiling Indicator System (ATPIS). This 
system focuses on countering illicit SAWL shipments by analyzing specific 
details in arms trafficking cases. For instance, they developed a risk ranking 
guide of national civil aviation authorities that were known to be involved in 
clandestine small arms transfers. By compiling such a list, air traffic control 
can pay closer attention to cargo planes that are registered to countries with 
more relaxed regulations. This system has been beneficial in recognizing illicit 
arms trafficking on an international basis, but a more regionalized approach 
should also be developed. 

 Tim Gaynor and Tiemoko Diallo, “Al Qaeda linked to rogue aviation network,” Reuters, January 14

13, 2010, <https://www.reuters.com/article/us-drugs-security-aviation-
idUSTRE60C3E820100113>.

 Nii Annerquaye Abbey, “West African states seek common airspace surveillance,” Business24, 15

June 2020, <https://business24.com.gh/2020/06/15/west-african-states-seek-common-
airspace-surveillance/>.

 “Twenty Fifth Meeting of the AFI Satellite Network Management Committee (SNMC/25),” 16

International Civil Aviation Organization Western and Central African Office, December 2017, 
<icao.int/WACAF/Documents/Meetings/2017/SNMC-25/WP-04%20Techn.%20Spec.
%20ASECNA.pdf>.

 Nii Annerquaye Abbey, West African states seek common airspace surveillance. 17
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LIMITED REGULATION OF THE MIDDLEMAN 

When governments and private military companies sell weapon components, 
they rely on brokering and shipping agents to transfer such technology across 
borders. ,  However, few countries are able to properly regulate the brokers 18 19

due to the inability to assign responsibility to the company involved in 
transportation. ,  Although the broker coordinates international 20 21

transportation and is liable for the damage or loss of a specific product, they 
are not responsible for conducting due diligence on the subsequent business 
transaction between the buyer and seller. 

There is also limited regulation on shipping agents. In the case of Viktor Bout, 
he took on little responsibility in the illicit arms trade due to cargo carriers 
having hardly any obligation to view and authenticate their freight. During an 
interview with Bout’s older brother, he mentioned that Bout only leased the 
planes and had no legal obligation to check the freight.  The responsibility 22

fell on the customer, not on the cargo company. To combat this issue, the 
United Nations has urged countries to establish a system regulating the 
activities of those engaged in brokering.  Until this occurs, there will 23

continue to be a less secure, trust-based system in which the sellers of 
weapons and brokering agents operate. 

LACK OF VERIFICATION OF ARRIVAL 

In addition to the problem of limited regulation with regard to brokering and 
shipping agents, there are limited international verification measures available 

 Elizabeth Clegg and Michael Crowley, Controlling Arms Brokering and Transport Agents: Time 18

for International Action, pp.2.

 Brokering Controls, A Resource on Strategic Trade Management and Export Controls, United 19

States Department of State, 2017. https://2009-2017.state.gov/strategictrade/practices/
c43181.htm.

 Douglas Farah and Stephen Braun, Merchant of Death: Money, Guns, Planes, and the Man Who 20

Makes War Possible. Hoboken, NJ: John Wiley & Sons, Inc., 2007, pp. 17.

 Brian Wood, “International Initiatives to Prevent Illicit Brokering of Arms and Related 21

Materials,” United Nations Institute for Disarmament Research, 2009. 

 Douglas Farah and Stephen Braun, Merchant of Death: Money, Guns, Planes, and the Man Who 22

Makes War Possible. Hoboken, NJ: John Wiley & Sons, Inc., 2007, pp. 27.

 Elizabeth Clegg and Michael Crowley, Controlling Arms Brokering and Transport Agents: Time 23

for International Action, pp. 6.
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to ensure the arrival of legitimate weapons deliveries.  In some countries, 24

the only legal obligation for the companies or governments selling the 
weapons is to provide documentation stating that their weapons were 
delivered to the actual destination of the entity purchasing the weapons.  25

Furthermore, under-resourced customs services do not have the capacity to 
detect inconsistencies in documentation, nor the ability to verify that all 
shipping containers have the intended material listed on the ledger.  Without 26

a more narrow focus on cargo companies, countries will be limited in their 
capability to address high-risk irregularities. 

In the analysis of Viktor Bout’s operations by Douglas Farah and Stephen 
Braun, an example of this flawed process is depicted in grave detail. Bout 
worked with his clients to forge EUCs for Togo. These certificates were then 
provided to a company in Gibraltar called KAS Engineering, who falsely 
represented the government of Togo when reaching out to a weapons 
manufacturer in Bulgaria. KAS Engineering then contracted for the weapons 
to be sent to Togo from Bulgaria. In this way, Bout was able to conduct thirty-
seven flights transporting weapons from Bulgaria to Togo.   Without having 27

an international standard for EUCs, exporting countries will not be able to 
confidentially verify documentation for arms transfers. 

Similar to Bout’s operation, the New York Times reported in 2007 that 
Damnjanovic falsified documents “to make it appear that Nigeria was the 
[final] destination” of his shipment when the consignment of weapons was 
actually sent to Liberia.  To counter such activity, verification measures can 28

be implemented by the exporting state or the legitimate arms broker for audit 
purposes, as well as by the Economic Community of West African States 
(ECOWAS) to establish a direct line of communication and ensure delivery to 
the accurate destination. 

 Michael Brzoska. “Monitoring and verification of the arms trade and arms embargoes.” Essay. 24

In Disarmament Forum 3, 3:1–38. “Tackling Illicit Brokering,” United Nations Institute for 
Disarmament Research, 2010. <https://www.peacepalacelibrary.nl/ebooks/files/UNIDIR_pdf-
art3000.pdf>.

 “Arms Trade Treaty”, United Nations, April 2021. <https://treaties.un.org/pages/25

ViewDetails.aspx?src=IND&mtdsg_no=XXVI-8&chapter=26&clang=_en>.

 Elizabeth Clegg and Michael Crowley, Controlling Arms Brokering and Transport Agents: Time 26

for International Action, pp.10.

 Douglas Farah and Stephen Braun, Merchant of Death: Money, Guns, Planes, and the Man Who 27

Makes War Possible, pp. 78.

 Nicholas Wood, “For Balkan Shipping Agent, War is Good for Business,” The New York Times, 28

October 7, 2007, <https://www.nytimes.com/2007/10/07/world/europe/07smuggler.html>.
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RECOMMENDATIONS 

DISTRIBUTED LEDGER TECHNOLOGY 

In 1998, members of ECOWAS pledged not to manufacture, import, or export 
SALW.  However, members retain the right to do so “to meet legitimate 29

national security needs or participate in international peace operations, or for 
individual hunting or sporting purposes.”  Alex Vines added that countries 30

are required to submit an application to the ECOWAS secretariat if an 
exemption is made, and other member states have 30 days to file an 
exemption.  However, Vines points out that compliance with such rules is 31

minimal and thus some countries have not “bothered to request an 
exemption.”  32

Whether by tracking transfers approved by the ECOWAS secretariat or having 
countries record imports of SALW on an individual basis, some type of a 
verification system should be implemented within the sub-region. By creating 
an electronic record of SALW transactions and recording when they arrive at 
the final destination, the seller can confirm delivery to a legitimate entity. For 
instance, if the seller reports a transfer that was meant for a specific location, 
but the stated recipient does not report receipt of such items, then an 
investigation can occur to determine the legitimate recipient. In a white paper 
published by the World Economic Forum, Ziyang Fan and Pablo Garcia add 
that “Internet of things (IoT)-enabled physical tamper detection with edge-
computing and sensors can enhance the integrity and availability of data” for 
stakeholders.  Although sellers of SALW may not want to go the extra mile, 33

such a verification method would prove useful during audits for legitimate 
arms brokers to confirm compliance with relative export control legislation. 

The Stimson Center is conducting similar research on the implementation of 
distributed ledger technology (DLT) with regard to nonproliferation 

 “Disarmament Forum,” United Nations Institute for Disarmament Research, 4, 2008, pp. 6, 29

<https://www.unidir.org/files/publications/pdfs/the-complex-dynamics-of-small-arms-in-west-
africa-en-329.pdf>.

 Alex Vines, “Combating Light Weapons Proliferation in West Africa,” International Affairs 81, 30

2 (2005), pp. 344.

 Alex Vines, Combating Light Weapons Proliferation in West Africa, pp. 344.31

 Ibid.32

 Ziyang Fan and Pablo M. Garcia, “Windows of Opportunity: Facilitation Trade with Blockchain 33

Technology,” World Economic Forum, July 2019, pp. 14, <http://www3.weforum.org/docs/
WEF_Windows_of_Opportunity.pdf>.
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measures. The authors of “Complementing the Padlock: The prospect of 
blockchain for strengthening nuclear security,” Lovely Umayam and Cindy 
Vestergaard, wrote that DLT is unique in that it “renders data embedded on 
the chain extremely difficult to manipulate,” and if manipulation of a 
transaction does occur, the ledger would log such an attempt.  Within their 34

report, Umayam and Vestergaard discuss the benefits of using this technology 
for peaceful nuclear energy, but it can also be applied to tracking SALW 
transfers. A similar, regional arms register could be developed under 
ECOWAS’s Code of Conduct for the Moratorium on the Importation, 
Exportation, and Manufacture of Small Arms and Light Weapons in West 
Africa.   35

STANDARD EUC FORMAT  

Falsification of end-user certificates is a common method used by arms 
dealers. Alex Vines noted that “there is no reliable system to check whether 
[EUCs] are original,” thus heightening the threat of illicit trafficking.  To add 36

to this concern, a UNIDIR report states that “an EUC can be mere 
administrative correspondence on an official letterhead paper.”  To diminish 37

this threat, countries within the sub-region need to establish a standardized 
form for all EUCs. If a standard is implemented solely for ECOWAS, 
authorities will become more aware of anomalies to look for in order to 
detect forgeries. 

INTELLIGENT DOCUMENT PROCESSING 

To resolve the issue that “end user documentation is neither authenticated 
nor verified by exporting States,” intelligent document processing (IDP) 
should be implemented.  Once a standardized form for EUCs is required 38

 Lovely Umayam and Cindy Vestergaard, “Complementing the Padlock: The prospect of 34

blockchain for strengthening nuclear security,” The Stimson Center, June 26, 2020, <https://
www.stimson.org/2020/complementing-the-padlock-the-prospect-of-blockchain-for-
strengthening-nuclear-security/>. 

 Alex Vines, Combating Light Weapons Proliferation in West Africa, pp. 343.35

 Alex Vines, Combating Light Weapons Proliferation in West Africa, pp. 346.36

 “Examining Options to Enhance Common Understanding and Strengthen End Use and End 37

User Control Systems to Address Conventional Arms Diversion,” United Nations Institute for 
Disarmament Research, 2015, pp. 6, <https://www.ohchr.org/Documents/Issues/RuleOfLaw/
ArmsTransfers/UNIDIR_3.pdf>.

 United Nations Institute for Disarmament Research, Examining Options to Enhance Common 38

Understanding and Strengthen End Use and End User Control Systems to Address Conventional 
Arms Diversion, pp. 5.
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within West Africa, IDP can be used to refine the process of detecting forged 
documents. This technology “combines artificial intelligence with robotic 
process automation and document capture and processing capabilities.”  39

Using this approach would enable authorities to extract relevant data from 
documents–such as information listed on a EUC–in semi-structured formats. 

With such technology, “rules” such as the positions of the official seal, coat of 
arms, and the signature of the issuing authority can be predefined.  By cross-40

referencing previous EUCs, outliers in the data can be validated to assess 
whether a forgery exists. If an anomaly is detected and confirmed, it will be 
flagged for review to determine if the EUC is forged. However, it is necessary 
to note that such technology would be implemented by legitimate arms 
brokers to confirm compliance with relative export control legislation or by 
exporting states. 

CONCLUSION 

Conversations revolving around halting transnational illicit arms trafficking 
has recently focused on the use of forged EUCs to divert arms. However, 
there are other weak points that arms dealers can potentially exploit. An 
analysis of West African air traffic control shows that there is a lack of a 
common communication and surveillance data sharing system between civil 
aviation authorities. Furthermore, there is not a standardized EUC form and 
no internationally accepted scheme for verifying the delivery of arms. Upon 
identifying these areas of concern, the author recommends for ECOWAS to 
implement distributed ledger technology and a common EUC format. To 
further reduce transnational illicit arms trafficking, the author notes the 
potential use of intelligent data processing by exporting states to confirm the 
legitimacy of EUCs. 

 Saurabh Sharma, “Tackling unstructured data with intelligent document processing,” 39

Datamatics, February 9, 2021. <https://blog.datamatics.com/tackling-unstructured-data-with-
intelligent-document-processing>.

 “Examining Options to Enhance Common Understanding and Strengthen End Use and End 40

User Control Systems to Address Conventional Arms Diversion,” United Nations Institute for 
Disarmament Research, 2015, pp. 6, <https://www.ohchr.org/Documents/Issues/RuleOfLaw/
ArmsTransfers/UNIDIR_3.pdf>.
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